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BACKGROUND

The dawn of this digital age fueled the development of electronic patient records which have drastically improved the
qguality of many healthcare activities like medication management, integration of patients’ data, biomedical research and
many other aspects. But this advancement has come at a cost of several socio-economic, legal and ethical problems.
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However, the increasing digitalization occurring globally has raised
many ethical dilemmas alongside. Concerns about data integrity,
informed consent, confidentiality, trust, justice and equity have
been raised. There’s also the issue severe breaches of
confidentiality and security of private data of patients.

The research aims at providing useful database for professionals
working under various legal regimes, concerning research
involving humans, privacy protection and data processing.
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RESULTS
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All the aspects of ethical concerns found in the articles were mainly divided into five main ethical dilemmas:
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DISCUSSION

This systematic review discussed about ethical issues such as privacy, autonomy, risk/benefit analysis, doctor patient relationship and responsibility. Privacy and

confidentiality of a patient is highly compromised by this modern technology use in healthcare as seen in the recent pandemic. The confidential information can easily be
accessed by any researcher and a pharmaceutical company for research purposes and so the ethical issues arise. The most crucial step for the prevention of this ethical
issue is strict regulation of sharing highly confidential data and also imposing laws for its protection. Any violation of patient’s confidentiality should be reported and so,
more and more awareness should be directed toward this ethical issue. Autonomy is the right of a patient on his/her body.

CONCLUSION

The digitalization of healthcare and the rapid adoption of electronic health records (EHRs) of patients in recent times can prove very beneficial in the future of medicine,

public health and epidemiological studies. Through the integration of the data of patients, clinicians can collaborate and identify the patterns and treatments of clinical
conditions. But all of this comes at a cost. As digitalization of healthcare is relatively new, the basic standards can be compromised. The electronic health records contain
sensitive information related to an individual and any breach in their integrity can prove to be a major ethical issue. The records might be vulnerable to hacks, and third-
party attacks. The transparency of the EHRs should be made sure so that patient autonomy, privacy and security can remain intact. This will encourage patients to take part

in the electronic health system and this will prove beneficial for public health.

LIMITATIONS

The numbers of articles on the topic of interest are low.

Moreover, the electronic health system is still somewhat geographically
limited, leading to assumptions and extrapolations from data existing in
specific regions.

These digital systems are just starting out in many regions and at the start
one can’t appreciate the problems and concerns with these systems. These
tend to unfold after some usage over time.
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